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Many desktop administrators face challenges with maintaining the con�guration of their workstations 
in a production environment. From users making unauthorized changes on the workstations to viruses 
and malware, there are a large number of exploits that can leave workstations in a non-functional state. 
Many system administrators are turning to the use of reboot to restore applications to maintain their 
workstations and are �nding during their testing process that the retention of user data on the local 
workstation is a stumbling block in the deployment of such products.

�is document will outline the suggested means to implement a reboot to restore application like 
Faronics Deep Freeze in such a way that user data is properly retained.

Deep Freeze is a solution that ensures client workstations remain in a consistent state a�er every reboot. 
Deep Freeze has two states: Frozen and �awed. In a �awed state, any changes made to a machine 
are retained a�er a reboot. In a Frozen state, any changes can be made during a user session, but a�er 
a reboot, these changes will disappear.

With Deep Freeze installed, it is very easy to set up a machine on which no changes are saved. However, 
there are some cases where data needs to be saved locally; perhaps the user needs to be able to save 
email locally, or maybe an application requires data to be stored locally.

With the information in this document, a machine can be con�gured to allow certain changes to be 
retained a�er a reboot, even when the machine is in a Frozen state.

�e following solutions describe di�erent methods available to con�gure a �awed area (any 
information saved into a �awed area is retained a�er a reboot).

Deep Freeze does not put network drives into a Frozen state. By o�ering the user a place to save data 
o� the local machine, nothing special needs to be con�gured on the client machines themselves.

However, there are cases where this option is not viable. Sometimes, the machine is not connected to 
the network, or an application saves user data locally. In these cases, this solution is not appropriate.

A �awed partition is a physical partition con�gured not to be Frozen. Using this solution, it is assumed 
the machine has at least two physical partitions. In Deep Freeze Standard, the option to select which 
physical partitions are to be Frozen appears during the install. In Deep Freeze Enterprise, this option is 
con�gured before creating the workstation install �le (in the Con�guration Administrator go to  Drives 
tab).

In some cases, the client machine does not already have a separate physical partition con�gured. In this 
case, the Deep Freeze workstation install �le can be con�gured to use a �awSpace. �awSpace is not 
available in Deep Freeze Standard; it is only available in Deep Freeze Enterprise. When con�guring a 
�awSpace using the Con�guration Administrator, select the drive letter (default is T:), the size, and 
the �le system to be used.

A �awSpace is a virtual partition. When the workstation is installed, another drive letter appears 
in Windows Explorer (if the Visibility has been set as Visible in Drives tab of the Con�guration 
Administrator). Any data saved to this virtual partition is retained when the machine is rebooted. For 
more information about creating and con�guring a �awSpace, refer to the Deep Freeze Enterprise 
user guide.



Faronics Data Igloo is a utility that allows you to redirect User Pro�les and Folders to a di�erent loca-
tion on your computer. Faronics Data Igloo ensures that the data on the computer is retained even a�er 
a reboot, when the computer is protected by Deep Freeze. Faronics Data Igloo can be downloaded from 
http://www.faronics.com/dataigloo.

�e User Pro�le Redirection feature redirects the entire user pro�le to any NTFS volume or partition 
on the computer. �is is useful if Deep Freeze is installed, in order to retain new or modi�ed user data 
like Internet Favorites, My Documents and Desktop information even a�er reboot.

Complete the following steps to redirect a user pro�le from the default location to another drive on 
your computer:

1. Ensure the Deep Freeze status is �awed.
2. Launch Faronics Data Igloo from Start>Programs>Faronics>Data Igloo Standard>Data Igloo.
3. Select the user from the Users pane.
4. In the User Pro�le Location pane select Custom Location. Click Browse to select the location.
5. Select the target location in the Browse for folder dialog and click OK.
6. A dialog is displayed showing the current and target locations for the User Pro�le. Click Yes.
7. A progress bar is displayed and the User Pro�le is redirected to the target location.

http://www.faronics.com/dataigloo


�e Folder Redirection feature moves a folder to any NTFS volume or partition on the computer. �is 
is useful when Deep Freeze is installed.

To move this default �le to a �awSpace, complete the following steps:

1. Ensure the Deep Freeze status is �awed.
2. Launch Faronics Data Igloo from Start>Programs>Faronics>Data Igloo Standard>Data Igloo.
3. Go to Folder Redirection tab. Click Redirect Folder....
4. In the Create Folder Redirection dialog, click Browse to select the source folder.
5. Select the source folder and click OK.
6. In the Create Folder Redirection dialog, click Browse to select the target folder.
7. Select the target folder and click OK.
8. Click Redirect Folder.
9. A progress bar is displayed and the folder is redirected.

For example, if you have Deep Freeze and an antivirus so�ware installed on your computer, the 
virus de�nitions are erased on reboot. Keeping the computer in a �awed state will retain the virus 
de�nitions, but will also make it vulnerable to damage. To avoid such a situation, you can redirect 
the antivirus folder using Data Igloo. Complete the following steps to redirect the folder:

1. Reboot the computer in a �awed state.
2. Redirect C:\Program Files\<Antivirus_Product_Folder> to the �awSpace T:.
3. Reboot the computer in a Frozen state.



Microso� provides a tool called TweakUI that can be used to edit the system registry without having 
to access the registry directly.

Tweak UI can be downloaded at:

http://www.microso�.com/ntworkstation/downloads/PowerToys/Networking/NTTweakUI.asp

1. Select the folder to change and click Change Location.
2. Browse to the preferred location and click OK. 

http://www.microsoft.com/ntworkstation/downloads/PowerToys/Networking/NTTweakUI.asp 


TweakUI for Windows XP can be downloaded at:

http://www.microso�.com/windowsxp/downloads/powertoys/xppowertoys.mspx

1. Select the folder to change and click Change Location.
2. Browse to the preferred location and click OK. 

In an instance where a single user is in place on the workstation the redirection of speci�c folders 
within the users pro�le is a fairly easy task using commonly available tools.

Speci�c folders that retain the users information can be moved using a registry edit to the following 
key:

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders

�is key retains the location of a number of common user data folders such as, My Documents, 
Application data, Cookies, Favorites, and Desktop.

�is type of approach can be applied in multi-user environments. However, it require users to be 
logged into the computer while �awed and requires manual migration of any user information that 
may already be in place on the local workstation. As such this is recommended only for users that are 
comfortable with editing the registry, and who are looking to retain speci�c portions of user data. �is 



approach will not be able to address any applications that retain user data outside of the users pro�le 
contained in the C:\Documents and Settings folder.

To edit the system registry click on Start -> Run, enter regedit in the run dialog and click OK. Once the 
registry editor opens, expand the HKEY_LOCAL_MACHINE node until you see the User Shell Folders 
node on the le� hand side frame of the screen. Click on User Shell Folders and a series of values 
will be shown on the pane on the right. �ese values can be edited by double-clicking on the desired 
value and entering a new value in the dialog shown.

Editing the system registry has the potential to cause serious problems if not done 
properly. If you are not comfortable with editing the system registry, use TweakUI 
to edit the user shell folder locations.

A user�s entire pro�le can be moved to a �awed volume using either a registry edit to redirect new 
pro�les when they are created by the operating system or by redirecting the user�s folder using an 
NTFS reparse point.

Moving an entire user pro�le will allow the movement of all the settings, �les, and documents 
associated with the user that is to by moved. �is involves the redirection of the C:\Documents and 
Settings\%username% folder for the speci�c user involved.

If the user has not logged into the computer they can be redirected by �rst changing the location that 
the operating system stores the pro�les. �is is done by editing the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList

Key: ProfilesDirectory

Default Value: %SystemDrive%\Documents and Settings

By changing the value of the Pro�lesDirectory key the operating system will create new user pro�les in 
any location speci�ed by the administrator making the change.

Note that the Default User and All Users folders will need to be copied into the location speci�ed by this 
key to be able to properly create user pro�les on the local workstation. �e Default User and All Users 
folders are hidden directories located in the C:\Documents and Settings folder that contain settings 



common for all users on the workstation. Both the Default User and All Users folders will need to be 
copied into the location speci�ed by this key to be able to properly create user pro�les on the local 
workstation.

�is method is recommended when there are multiple new users that need to be mapped to a �awed 
location to have their data retained. It is further recommended that the user�s information not be 
mapped directly to the root of an NTFS volume, but instead to a folder o� the root to ensure permissions 
can be properly set by the operating system.

To begin the process, open the registry editor by clicking on Start > Run and type regedit in the run 
dialog. Click OK. Expand the system registry until the HKEY_LOCAL_MACHINE\Microsoft\Windows 
NT\CurrentVersion\Profile list node is shown.

Double-click the Pro�lesDirectory key in the right-hand pane and enter your new value for the pro�le 
folder in this location (for example: D:\Pro�les).

Open your �awed volume and create a folder to retain your pro�les in. Once this folder has been 
created, copy the Default Users and All Users folders into this location. Note that the Default User folder 
is not visible by default. Administrators will need to enable the ability to see hidden �les and folders in 
the Tools > Folder Options > View menu of Windows Explorer.

Once the appropriate �les are copied, log in as the user that you are going to map. Note that this user 
cannot have logged into the computer before this time. If the user has previously logged in, the user�s 
data will need to be backed up, their pro�le removed from disk, and their data restored to the new 
location entered above.

A single user account can be mapped using an NTFS reparse point to redirect the contents of the user�s 
home folder to a di�erent folder on a �awed volume. �is type of �le system entity is more commonly 
known as a Junction Point or Symbolic Link. Further information on where to obtain the utilities as well 
as example command line syntax can be found at the URL below:

http://www.microso�.com/technet/sysinternals/FileAndDisk/Junction.mspx

For Windows Vista it is recommended that the utility mklink be used as opposed to the Junction utility 
for Windows 2000/XP. �e mklink utility is built into Windows Vista and includes a number of options 
not available for Windows 2000 and XP.

http://technet2.microsoft.com/windowsserver2008/en/library/0ce4df22-2dbc-48fc-9c16-
b721ae85f8571033.mspx?mfr=true

http://www.microsoft.com/technet/sysinternals/FileAndDisk/Junction.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/0ce4df22-2dbc-48fc-9c16-b721ae85f8571033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/0ce4df22-2dbc-48fc-9c16-b721ae85f8571033.mspx?mfr=true


Note that mklink and Junction require that the operating system be running 
on an NTFS �le system. �ese instructions will not work on a workstation 
running a FAT based �le system or on an OS that does not support NTFS.

�e example below illustrates the process of creating a �awed user on a workstation protected by 
Deep Freeze. �is process requires that the system already have a secondary volume for the user pro�le 
to be mapped into, and that a second administrative level user exist on the workstation to perform the 
mapping from.

Restart the computer and login to an administrative level account other than the account that you want 
to move. �e administrator must be logged into a di�erent account to ensure that no �les in the user�s 
pro�le are open and in use at the time the mapping is to occur.

Create a folder that will contain your pro�les on the second partition. In our example, the second drive 
is labeled E:\ and the folder is called Pro�les.

Move (not copy) the original user pro�le into the folder created on the �awed volume. Once completed, 
the original folder containing the user pro�le should no longer be visible in the Users folder.

Open the Command Processor window (CMD.EXE) with administrative rights by right-clicking on the 
CMD.EXE icon and selecting Run as Administrator.

Enter the following command:

mklink /J C:\Users\<original folder name> E:\Profiles\<original folder name>

In our example the command is:

mklink /J “C:\Users\Thawed User” “E:\Profiles\Thawed User”

Note that if there are any spaces in the name of the folder being moved the entire path must be enclosed 
within a set of quotations.

Once complete, a message displaying the new junction will be shown.

�e user pro�le will now be mapped and no further action is required aside from ensuring that during 
the installation of Deep Freeze that the partition containing the user pro�le is designated as �awed. 
For more information on drive con�guration in Deep Freeze refer to the Deep Freeze user guide.


